BIOSECURITY AND BIOTERRORISM: BIODEFENSE STRATEGY, PRACTICE, AND SCIENCE
Volume 3, Number 4, 2005
© Mary Ann Liebert, Inc.

A Psychosocial Risk Assessment and Management Framework
to Enhance Response to CBRN Terrorism Threats and Attacks

LOUISE LEMYRE, MELANIE CLEMENT, WAYNE CORNEIL, LORRAINE CRAIG,
PAUL BOUTETTE, MICHAEL TYSHENKO, NATALIYA KARYAKINA, ROBERT CLARKE,
and DANIEL KREWSKI

Evidence in the disaster mental health literature indicates that psychosocial consequences of terror-
ism are a critical component of chemical, biological, radiological, and nuclear (CBRN) events, both
at the clinical level and the normal behavioral and emotional levels. Planning for such psychosocial
aspects should be an integral part of emergency preparedness. As Canada and other countries build
the capacity to prevent, mitigate, and manage CBRN threats and events, it is important to recognize
the range of social, psychological, emotional, spiritual, behavioral, and cognitive factors that may
affect victims and their families, communities, children, the elderly, responders, decision makers,
and others at all phases of terrorism, from threat to post-impact recovery. A structured process to
assist CBRN emergency planners, decision makers, and responders in identifying psychosocial
risks, vulnerable populations, resources, and interventions at various phases of a CBRN event to
limit negative psychosocial impacts and promote resilience and adaptive responses is the essence of
our psychosocial risk assessment and management (P-RAM) framework. This article presents the
evidence base and conceptual underpinnings of the framework, the principles underlying its design,
its key elements, and its use in the development of decision tools for responders, planners, decision
makers, and the general public to better assess and manage psychosocial aspects of CBRN threats
or attacks.

GOVERNMENT AGENCIES have invested considerable
resources in the development of risk assessment and
management frameworks to assist planners and decision
makers in managing various public health and safety is-
sues. Jardine and colleagues documented general frame-
works managing human health and ecological risks, as
well as application-specific frameworks for managing
contaminated sites, food safety, medical devices, or pre-
scription drugs.! With the increasing perceived threat of

CBRN terrorism in Canada and other countries, the de-
velopment of specific frameworks and tools to assist first
responders and public health and emergency planners in
managing CBRN threats and events is critical. While sys-
tems and plans exist at the community, regional, provin-
cial, and federal levels to manage natural hazards such as
fires, floods, and tornadoes, as well as other emergencies
such as major accidents, CBRN terrorism presents
unique features that merit focused risk management ef-
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forts. Moreover, in all of the above, psychosocial aspects
tend to be overlooked, but they are pivotal and require
more extensive consideration.

Case studies of traumatic incidents such as the anthrax
attacks in the United States, the sarin subway attack in
Tokyo, the Oklahoma City bombing, and the Goiana, Hi-
roshima, and Chernobyl radiation events illustrate the
scope and intensity of psychosocial effects experienced
by first responders, victims, families, and communities.
These incidents provide valuable evidence and guidance
on the types of psychosocial aspects that need to be con-
sidered in CBRN threats and attacks.”> While interagency
CBRN response planning efforts are underway at the lo-
cal, regional, provincial, and national levels in Canada,
the focus is primarily on detection, containment, and
short-term consequence management related to the phys-
ical hazards. To date, the psychological, social, emo-
tional, and behavioral aspects of terrorism have not been
fully integrated into preparedness and planning efforts.
Moreover, an evidence-based risk assessment and man-
agement framework to assist emergency planners and
first responders in preparing for and responding to the
psychosocial dimensions of terrorism currently does not
exist.

To meet this need, we have developed an integrated
framework to assess and manage the psychosocial as-
pects of CBRN threats and attacks. The framework inte-
grates the emerging body of literature describing the
mental health aspects of terrorism and disaster, including
interventions to mitigate psychosocial impacts before,
during, and after an event.>'® We describe the frame-
work development process, guiding principles for the
framework, its core elements, and our current effort to
operationalize the framework into a user-based tool for
CBRN psychosocial preparedness planning. (The devel-
opment process and functional characteristics of the tool
are described further in a separate article.)

PSYCHOSOCIAL DIMENSIONS OF
TERRORISM: EMPIRICAL EVIDENCE

Terrorism has been defined as the illegal use or threat-
ened use of force or violence to instill fear in populations,
and an intent to coerce societies or governments by in-
ducing fear in their populations.!” Research evidence
clearly demonstrates that fear and anxiety are normal
protective behaviors that are part of a much broader set of
psychosocial reactions to CBRN threats and attacks.”!181?
Moreover, the psychosocial effects at the emotional, psy-
chological, social, and behavioral levels have been
shown to be more widespread and long-lasting than di-
rect physical effects in terms of their impact on society
and population health.'420-24
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For example, the well documented sarin attack on a
Toyko subway system in 1995 and the anthrax attacks in
the U.S. in 2001 provide insights into the psychosocial
impacts of unprecedented chemical and biological at-
tacks on the public and first responders, including public
health and hospital emergency personnel. These two case
studies illustrate how different agents, vectors, situa-
tional characteristics, and risk management responses
can influence the scope (individual and communitywide)
and nature (psychogenic behaviors, social disruption,
mistrust in public authorities) of the psychosocial conse-
quences of a CBRN incident.

The 1995 Tokyo Sarin Attacks

In 1995, terrorists released sarin gas, a potent nerve
agent with the potential to induce significant neurotoxic-
ity within a period of minutes, in a crowded Tokyo sub-
way station.”’ Although the sarin gas attack resulted in
physical casualties (12 deaths, 17 injuries, and 1,370 vic-
tims requiring treatment for mild to moderate symp-
toms), approximately 5,510 of those who flooded hos-
pital emergency departments were “psychological
casualties”—that is, they experienced physical symp-
toms without direct exposure to nerve agent.?®

The lack of a proactive public communications strat-
egy by public authorities while media images portrayed
suffering at the scene of the attack, coupled with the lack
of follow-up care and support, had a significant influence
on the public response to this incident. Long-term behav-
ioral and emotional effects experienced by people in
Tokyo included fear of commuting, absenteeism from
work, lack of trust in public authorities, insomnia, de-
pression, anxiety, and uncertainty about long-term health
impacts.?’?® Although fewer than 3% were diagnosed 5
years after the event with posttraumatic stress disorder
(PTSD) according to DSM-IV criteria, continuing med-
ically unexplained physical symptoms suggest that these
may be part of the clinical presentation of PTSD in
Japan.” The difficulties faced by the emergency medical
community during triage and treatment due to lack of
training and preparedness for a CBRN terrorism event
are well documented.?*3? Studies of long-term health im-
pacts among this group, however, have focused on the
physical effects of secondary contamination and have not
addressed psychosocial issues.*?

The 2001 U.S. Anthrax Attacks

In 2001, a white powder determined to be anthrax was
distributed through the U.S. postal system in envelopes
addressed to government officials and media representa-
tives. The attacks provided valuable insight into the psy-
chosocial consequences resulting from conflicting infor-
mation from public authorities, inconsistent infection
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control and treatment protocols, and compliance issues
associated with inadequate public understanding of the
importance of prophylactic treatment.

In total, six letters, each containing 1 or 2 g of anthrax
spores, caused 5 deaths and 22 infections. The U.S.
Postal Service was disrupted, a Senate office building
was shut down, and widespread psychological, behav-
ioral, and social impacts were felt in affected communi-
ties. While exposure was confined to six epicenters on
the U.S. East Coast, millions of people throughout the
country were anxious about opening their daily mail. The
large number of hoaxes and false alarms that followed
the actual attacks further complicated the situation.’*
More than 30,000 individuals were offered prophylactic
antibiotics, and many more are thought to have sought
antibiotics on their own.*

Compliance with aggressive and timely prophylactic
oral antibiotics by all asymptomatic individuals in ex-
posed areas was limited: approximately 40% declined
or discontinued antibiotic use because of adverse reac-
tions or concern about long-term side effects.?® Public
health officials were faced with managing an unprece-
dented multicenter incident, had limited access to sci-
entific information, and lacked established channels of
communication with the medical community, the me-
dia, and the public.’’

Public trust and confidence in government authorities
was compromised by the initial reassurances from public
health officials that the anthrax source was naturally oc-
curring rather than deliberately spread, by the release of
only limited information regarding the nature of the
threat and the status of the response efforts, and by the
difficulty in conveying the uncertainties associated with
the factual information available to authorities.’* The
apparent lack of consistency in testing and treatment
regimes for groups exposed at different times over the 2-
month duration of this incident also resulted in eroding
trust in public health authorities among African Ameri-
can postal workers; this in turn played a role in the low
rate of prophylactic vaccination among this group.*
There is evidence to suggest that the lack of confidence
in the ability of the public health system to respond fairly
endures and has extended to ethnic minorities in other
U.S. communities.*

These two incidents emphasize the critical role that
perceptions, attitudes, and emotions play in shaping pub-
lic responses to CBRN threats and events, and the impor-
tance of understanding and anticipating social and psy-
chological factors in CBRN risk management planning.*!
The sarin attack illustrates the potential for psychogenic
behaviors and social disruption following a chemical ter-
rorism event and the critical role of the frontline emer-
gency response community. The anthrax attacks high-
light the importance of perceived fairness in risk
management responses and public trust and confidence
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in public health authorities in the management of bioter-
rorism threats and attacks.

PSYCHOSOCIAL ASPECTS OF
CBRN TERRORISM IN A RISK
MANAGEMENT PARADIGM

The goal of risk management is to provide scientifically
sound, cost-effective, integrated actions that reduce or pre-
vent risks while taking into account social, cultural, ethi-
cal, political, and legal considerations.*> State-of-the-art
risk management frameworks, including those developed
by Health Canada and the U.S. Presidential Congressional
Framework for Environmental Risk Management, are typ-
ically comprised of the following interrelated elements:

* issue identification, including understanding the social,
cultural, ethical, political, and legal context of the
problem;

¢ risk assessment—that is, hazards identified, likelihood
of adverse outcomes estimated, risks and benefits char-
acterized;

* identification, selection, and implementation of risk
management options; and

e ongoing monitoring of risk management interven-
tions. 4>+

Risk communication between decision makers and stake-
holders at all phases of the risk management process is
essential.

CBRN terrorism risk management frameworks are still
in their infancy and to date have largely focused on guid-
ing resource planning, to manage infrastructure damage,
and interagency coordination, to manage the physical and
medical consequences of the event at the time of attack
and rescue. One important element missing from these
frameworks is a vulnerability assessment. Salter consid-
ers vulnerability assessment a crucial modifier of disaster
consequences, as it helps direct interventions aiming to
manage the social impacts.*

This point also was supported by Kunreuther, who
noted the need for risk assessment to be supplemented
by vulnerability analyses detailing the type of physical,
social, political, economic, cultural, and psychological
harms to which individuals and modern societies are
susceptible.*> He further emphasized as important ele-
ments the need to incorporate study findings on public
perception of terrorism risks, and to consider the im-
pact of psychological and emotional factors on behav-
ior when developing risk management strategies. A last
important element, suggested by Deisler, is the signifi-
cant contribution that literature on risk communication
can make to developing effective messages to reduce
fear and avoid panic in the face of a CBRN threat or
attack.*
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Within the context of CBRN readiness planning to fa-
cilitate adaptive psychosocial responses, a risk manage-
ment framework can provide a structured process to iden-
tify: (1) psychosocial hazards; (2) vulnerable groups; (3)
situational factors that may influence psychosocial out-
comes; and (4) individual and population level factors
that can influence psychosocial outcomes. These factors
need to be considered when identifying and selecting ev-
idence-based psychosocial risk management intervention
options to foster resilience.

The construct of resilience can be defined as a process or
the attainment of positive outcomes at the individual, fam-
ily, and community levels despite adversity (e.g., natural
disaster, terrorist attack). The term resiliency has also been
used to refer to preexisting capacities to successfully adapt
to future adversity. The process of resilience is facilitated by
the presence of protective factors at the individual, family,
and community levels that serve to mitigate the impacts of
adversity and strengthen community capacity to deal with
existing and future events.*’ Adoption of a resilience per-
spective broadens the focus of the risk assessment process
in disaster preparedness and planning from simply examin-
ing vulnerabilities, needs, and impacts to one that includes
community assets, resources, and capacities.*®

PSYCHOSOCIAL RISK ASSESSMENT AND
MANAGEMENT PROJECT OBJECTIVES

The Psychosocial Risk Assessment and Management
(P-RAM) framework presented here was developed
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over a 3-year period by an interdisciplinary research
team of experts in the psychosocial aspects of terror-
ism, emergency preparedness, risk perception, health
risk assessment, risk management decision making,
risk communication, first responder mental health, cri-
sis management, and training and performance devel-
opment, in consultation with Canadian first responders,
emergency preparedness planners, and the public. The
project objectives were: (1) to develop an integrated
psychosocial CBRN risk management framework artic-
ulating risk assessment practices with psychosocial di-
mensions to improve response to CBRN threats and at-
tacks; and (2) to develop practical field-based P-RAM
tools and training strategies. The P-RAM framework
provides first responders, emergency planners, and de-
cision makers with a structured approach to identify the
full range of psychosocial aspects potentially associ-
ated with CBRN threats and attacks, the factors influ-
encing vulnerability to these effects, and the options
for general and targeted interventions to manage psy-
chosocial effects across the timeline of a threat or at-
tack for various classes of CBRN agents, vectors, and
target populations.

P-RAM FRAMEWORK DEVELOPMENT
METHODOLOGY AND PROCESS

The process used in the development of the psychoso-
cial risk assessment and management framework is sum-
marized in Figure 1. The framework development

i Literature Reviews Stakeholder Roundtable
Idse(n(tzl%gltje - CBRN agents Consultations:
- Psychosocial impacts Cross country (n=153)
Monitor & . - Psychosocial interventions
Evaluate Assess Risks - Risk communication
Results & Benefits - Training evaluation /

Identify &
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Community Focus Groups &
National Public Telephone Survey:
(n=1500)

Analyze
Options

Strategy

Select
Strategy

! 1

: Prototype P-RAM Tool Evaluation : ‘,’
! Workshops: | ="

\ Cross country (n~80) !

I

Psychosocial
Risk Assessment
& Management (P-RAM)
Framework

International Expert
Consultations: Canada, U.S.,
Australia, UK, Norway, EU, Japan

FIGURE 1.

PsycHOSOCIAL RISK ASSESSMENT AND MANAGEMENT FRAMEWORK DEVELOPMENT PROCESS. Shaded areas

indicate relevant steps of the Health Canada Risk Management Framework (2000).
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methodology consisted of the following steps to gather
qualitative and quantitative needs assessment informa-
tion:

1. Evidence-Based Literature Reviews: Literature re-
views were conducted to summarize current information
on CBRN hazards, psychosocial impacts of disasters and
terrorism, psychosocial interventions, risk communica-
tion, and training of first responders.>>49-31

2. Responder Consultations: Consultations across
Canada were held with a broad cross-section of emergency
planning and response groups to assess roles, training
needs, resources, and framework development issues re-
lated to the prevention and mitigation of psychosocial im-
pacts of CBRN terrorism. The research team solicited par-
ticipants using emails and telephone calls to key
organizations. A total of 153 first responders agreed to par-
ticipate in one of five roundtables convened in Ottawa,
Waterloo, Halifax, and Vancouver between July and Au-
gust 2004. Consultation sessions followed a focus group
format and involved representatives from municipal,
provincial, and federal government agencies, traditional
first responders (i.e., police, fire, EMS), social workers,
military personnel, public health employees, hospital per-
sonnel, emergency planners and managers, and several
nongovernmental organization representatives including
the Salvation Army and the Canadian Red Cross.

3. Expert Consultations: Starting in 2003, international
experts (N = 49) from academia, government, and non-
governmental and private sector organizations in the
U.S., Europe, and Australia were consulted to obtain fur-
ther perspectives on critical psychosocial issues. Infor-
mation was collected either informally or through struc-
tured interviews for a small number of key informants
(N = 15). Organizations approached included the U.S.
Centers for Disease Control and Prevention, FEMA, the
U.S. Department of Health and Human Services, the
American Red Cross, NOVA, the Rand Corporation, Co-
lumbia University, Johns Hopkins University, Washing-
ton State University, the Uniformed Services University,
the NYFD, the NYPD, the New South Wales Department
of Health, WHO, and the University of Oslo.

4. Public Consultations: Community focus groups and a
national telephone survey of 1,500 Canadians were con-
ducted to assess public perceptions on CBRN terrorist
threats and preparedness, information sources, coping
strategies, trust, and stress. Focus groups were held in
six locations, both rural and urban (Ottawa, Winnipeg,
Toronto, Montreal, Morris, and Hawkesbury), from Sep-
tember to October 2004. The telephone survey contained a
cross-country representative sample of adults and occurred
from November to December 2004. An ad hoc nonsystem-
atic consultation with representatives of the media was also
undertaken. Journalists from the written press, television,
and radio were interviewed as to their role and to identify
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media communication needs in relation to the development
of the psychosocial risk management framework.

The needs assessment initiatives confirmed the need
for a national, consistent, coherent framework that would
be understandable at the field level and provide a com-
mon perspective on psychosocial risks and interventions
to facilitate intra- and interagency activities.?>>?

FRAMEWORK DEVELOPMENT
GUIDING PRINCIPLES

The following principles, based on the needs assess-
ment findings, guided the development of the P-RAM
framework. The framework will:

1. Serve as a platform for evidence-based information
to assist user groups of various disciplinary back-
grounds.

2. Build on current practices and an all-hazards ap-
proach to guide emergency planners, first respon-
ders, and public officials in appropriate interventions
to prevent and mitigate negative psychosocial im-
pacts and promote compliance with CBRN counter-
measures and positive psychosocial outcomes.

3. Facilitate a common understanding of CBRN psy-
chosocial issues and enhance the translation of cur-
rent research on psychosocial impacts, identification
of high-risk groups, and vulnerability and protective
factors into practice.

4. Identify psychosocial effects and interventions
across an expanded chronological timeline with an
emphasis on preevent planning and preparedness and
long-term, post-event recovery and reconstruction.
The time dimension and evolving phases of a CBRN
threat and event are important to capture within the
framework to enable users to identify effects and in-
terventions according to the phase of the event.

5. Guide the assessment, mitigation, and management
of psychosocial impacts for specific communities
and subgroups within a population. Subgroups will
include children, adults, the elderly, first responders,
and decision makers (senior public officials).

6. Recognize that first responders to a CBRN attack in-
clude traditional first responders (police, fire, EMS)
and nontraditional first responders (public health of-
ficials, the medical community, teachers, media re-
porters) as groups with diverse backgrounds, roles,
and responsibilities.

7. Characterize the negative psychosocial effects of
CBRN events most commonly experienced by vic-
tims as normal responses to abnormal situations, in-
cluding behavioral, cognitive, spiritual, emotional,
social, and physical effects. Psychological disorders
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such as generalized anxiety disorder and posttrau-
matic stress disorder, while more fully documented
in the disaster mental health literature, are less com-
mon and require explicit criteria for diagnosis.

8. Recognize that CBRN events can result in positive
psychosocial impacts in the community, including
increased social cohesion, resilience, and coping be-
haviors.

9. Favor preevent public engagement strategies and
community-based interventions that foster resilience
and other positive psychosocial outcomes.

10. Recognize effective risk communication as an im-
portant intervention in preventing negative psy-
chosocial impacts and promoting compliance with
protective behaviors.

11. Recognize education as an important intervention
across the CBRN event timeline to increase confi-
dence in preparedness, to dispel myths, and to con-
vey accurate information on expected psychosocial
reactions and steps to contain the hazards.

12. Include professional counseling interventions as
well as interventions at the organizational level to
enhance interagency coordination and address the
special needs of the first responder community, in-
cluding resource allocation guidelines, surge capac-
ity planning, and concern for the safety and well-be-
ing of family members.

OVERVIEW OF THE
FRAMEWORK CONCEPT

Generic All-Hazards Principles Articulating
CBRN Specificities

The P-RAM framework uses an all-hazards approach
to articulate the specificities of CBRN events. Proceed-
ing this way allows one to take advantage of existing
well-rehearsed scenarios and routines for managing
emerging infectious disease outbreaks and other emer-
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gencies. The framework adds the identification of situa-
tional and population risk factors and linkage to best
practice interventions to better enable communities, re-
sponders, and decision makers to assess and manage the
psychosocial aspects of CBRN hazards.

Multilevel Systemic Approach: Features of the
Event, Individuals, Commuenities, Societies

The P-RAM framework for CBRN threats and events
builds on Warheit’s model for assessing the impact of dis-
asters on mental health.> This model emphasizes the dy-
namic interaction between features of the individual, com-
munity, and society, and characteristics of the disaster event
itself as mediators of psychosocial stress responses to a cri-
sis event. These event characteristics interact with preexist-
ing individual factors, such as health status, history of psy-
chiatric disorder, social isolation, and previous experience
with similar situations, to increase or decrease the risk of
negative psychosocial effects. Community and societal fac-
tors that may modulate psychosocial effects include prior
experience with the disaster agent, organizational structures
and resources to manage the event, and strong leadership.
Table 1 identifies a number of risk factors within these
three categories that can be used to assess the likelihood of
negative psychosocial impacts on a population.

The P-RAM framework also recognizes established
conceptualizations of human behavior during stressful
events. For example, in Hobfoll’s model of conservation
of resources, two key premises of the model are that peo-
ple strive to retain, protect, and build resources and that
what is threatening to them is the potential or actual loss
of these valued resources.”~° Thus, individuals seek to
create and maintain personal resources (such as mastery
or self-esteem) and social circumstances that will in-
crease the likelihood of positive reinforcement. His
model also suggests that individuals will seek to replace
resources to offset net losses.

This has relevance in the aftermath of disasters in that
active involvement of victims and families in initiatives

TABLE 1. PARADIGM FOR ASSESSMENT OF POPULATION PSYCHOSOCIAL RESPONSES TO DISASTERS

Event features

Community/societal features

Individual characteristics

Suddenness of impact
Salient response required
Event is unavoidable
High risk to life/property

Persistence over time

Pervasiveness of impact Long-term disruption

Lack of prior experience with event
Lack of relevant community resources
Loss of relevant community resources
Community disunity/conflict

Ambiguous/conflicting definitions

Preexisting, predisposing factors
Loss of interpersonal support networks
Cultural-structural integration
Lack of prior experience with
similar situations
Lack of relevant resources
Loss of coping resources

Adapted from Warheit.”*
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to rebuild the community often encourages resilience and
positive coping.’’ The work of Quarantelli on the behav-
ior of individuals, organizations, communities, and soci-
eties adds to our knowledge of potential CBRN terrorism
psychosocial effects and interventions for mitigation,
preparedness, response, and recovery.>$>

Integration of Bioenvironmental and
Psychosocial Interventions

According to the P-RAM framework, the psychosocial
effects in populations are shaped by the interaction of the
characteristics of the disaster event, the individual, the
community, and social context.>*3%° In addition to these
factors, the framework takes into consideration that the
risk management response (or bioenvironmental inter-
vention) to a CBRN threat or attack can also have an im-
portant influence on psychosocial outcomes. Linking the
anticipated psychosocial effects to CBRN preparedness
and response interventions may serve to mitigate or pre-
vent negative psychosocial effects and enhance before-
hand community resilience and adaptive coping strate-
gies as protective factors.

Pre-post Timeline Perspective

The framework recognizes that disaster events vary in
their temporal characteristics (including the duration of
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warning, threat, and impact), magnitude, and frequency
of occurrence. Various organizations have identified
“phases of disasters” or “stages of a disaster life cycle”
for the purpose of describing mental health responses and
planning risk management interventions.*'2006! These
various classifications are summarized in Table 2. While
there is no universally accepted terminology to describe
the phases of a CBRN event timeline, there is consider-
able convergence in thinking about the key milestones in
this timeline. The stages identified in the P-RAM frame-
work build on this previous work.

KEY ELEMENTS OF THE
P-RAM FRAMEWORK

The P-RAM framework is illustrated in its most basic
form (Level 1) in Figure 2. At this level, there are three
major elements (situation, population, and intervention)
that influence the risk of positive and negative psychoso-
cial outcomes (effect). In addition to the strong focal re-
lationship between psychosocial effects and psychosocial
interventions, a relationship between intervention and sit-
uation is depicted, as the former may change the latter,
and similarly between intervention and population, as
subgroups will call for specific interventions. The four
key elements of the framework are defined as follows.

Situational Individual & Community
Risk Factors Risk Factors
| |
| |
I I
' 4
Situation > Effect = Population
t t
| |
I I
| |
Situational Individual & Community
Protective Factors Protective Factors
% 4
N\ 7/
N\ 7/
Intervention
FIGURE 2. CBRN PsSYCHOSOCIAL RISK ASSESSMENT AND MANAGEMENT FRAMEWORK (LEVEL 1)
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Element I: The situation element describes the charac-
teristics of the CBRN hazard (both actual and perceived),
its vector, and the agent itself. These characteristics, such
as weapon type (CBRN), predictability, attack pattern
(single, repeated, continuous), speed of onset, duration of
event, probability of recurrence, number of casualties
(children, adults, first responders, community leaders),
extent of property destruction, and availability of well-
established treatment and prevention protocols, mediate
the severity of expected psychosocial effects by acting as
risk factors or protective factors.

The characteristics of the situation, and therefore the
type of psychosocial effects and required interventions,
will evolve throughout the CBRN event timeline. As de-
tailed in Figure 3, the event timeline is conceptualized
(Level 2) as a series of continuous phases allowing the
user to identify the psychosocial effects and interventions
related to a point in time in the evolution of the CBRN
event. The time (T) dimension is defined according to the
eight phases that precede and follow the time at which
the impact of the CBRN agent is detected. Definitions of
the phases have been adapted from several sources, in-
cluding NOVA, DeWolfe, the U.S. Deptartment of
Homeland Security, the Canadian Red Cross, and Public
Safety and Emergency Preparedness Canada.®™% Of
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note, the duration of the phases in the event timeline are
situation-specific and may overlap due to the unpre-
dictable and variable nature of CBRN terrorism events in
terms of speed of onset, time to detection, magnitude of
impact, and duration of response. Event is unlikely to be
a discrete point in time unless detection is immediate. For
example, contamination by a biological agent is a case
where the duration of the event phase will remain a fuzzy
period until detection is confirmed.

T1: Preparedness and planning: This phase focuses on
planning and implementing measures to reduce com-
munity vulnerability to psychosocial impacts of terror-
ist threats or attacks prior to the onset of a terrorist
attack. Measures taken may include integrating psy-
chosocial aspects into community emergency pre-
paredness planning, developing a risk communication
strategy, educating the community on emergency pre-
paredness, and building social support networks to in-
crease community resilience.

T2: Threat: This phase refers to the time prior to a terror-
ist event when there is a general recognition that such
an event could occur. The emphasis is on intelligence
gathering and verification, threat assessment, commu-
nications, education, and information dissemination.
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T3: Warning: This phase refers to the time prior to a ter-
rorist event when the threat is imminent and approach-
ing. The emphasis continues to be on communications,
education, and information dissemination. Identifica-
tion of countermeasures also occurs during this phase.
Reactions of survivors, particularly when no prior
warning of an attack is given, include feelings of vul-
nerability, insecurity, fearfulness that terrorist events
will recur, and distress arising from an inability to pro-
tect themselves or their loved ones. Alternatively, sur-
vivors may experience guilt and self-blame when they
have ignored warnings and experienced losses as a
consequence.

T4: Impact: Impact begins when the terrorist attack is de-
tected. The initial reaction is one of confusion and be-
wilderment. Survivors’ priorities are to assure their
own safety and that of their family and friends. The
early stage of impact may be characterized by uncer-
tainty about the type of agent used, particularly in the
case of a bioterrorism attack. Emergency responses at
the community level begin to appear, and natural lead-
ers emerge during the initial response. Impact assess-
ment, triage, and postevent information-gathering ac-
tivities are a priority at this stage.

T5: Rescue: Rescue begins immediately following the
identification of the terrorism event or disaster. At this
stage, emphasis is on rescuing victims, reestablishing
contact with family and community, and promoting
safety. Survivors and emergency responders often en-
gage in acts of selflessness. Evacuation, psychological
first aid, and crisis communication are priority activi-
ties. This phase can range from a few hours to several
days and typically has a well-defined end point that is
declared by authorities.

T6: Recovery (honeymoon): The first part of the recovery
stage is characterized by feelings of euphoria and opti-
mism within the community associated with surviving
the event. Such feelings are supported by an influx of
emergency response resources, media attention, and
the presence of government officials to reassure sur-
vivors that assistance will be provided. The emphasis
is on restoration of essential services and cleanup.

T7: Recovery (disillusionment): In the second part of the
recovery stage, survivors and responders try to regain
control of their lives, but they have unrealistic expecta-
tions about the length of time needed for full recovery.
Victims feel betrayal and abandonment as media atten-
tion wanes and responders complete their work. PTSD
symptoms intensify and hope diminishes as victims at-
tend memorials and deal with bureaucratic issues such
as insurance.

T8: Reconstruction: This phase of longest duration in-
cludes replacement of buildings and infrastructure.
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There is usually an increased appreciation of life and
human relationships during this phase, as well as con-
fidence in the communities’ ability to survive difficult
circumstances. Symptoms of PTSD may be aggravated
as the 1-year anniversary of the tragedy occurs.
Longer-term effects may be experienced as further
memorials and remembrances are held.

Element 2: The population element addresses the char-
acteristics of the communities within the area of interest
and possibly of specific subgroups within a community.
Populations are comprised of socially, economically, cul-
turally, ethnically, linguistically, and geographically di-
verse communities (denoted in the framework as C), with
various degrees of vulnerability to psychosocial effects.
Within a community there are subgroups (denoted in the
framework as G) who may be at greater risk due to age
(such as children and the elderly), degree of exposure
(first responders, those located at the target of the attack),
history of trauma (refugees), psychiatric illness, concur-
rent medical illness, lack of social support, and lack of
perceived efficacy of and confidence in government and
public health officials.!”6> Several subgroups are identi-
fied in the framework based on the availability of evi-
dence in the terrorism mental health literature (e.g., Okla-
homa City bombing and 9/11) supporting the need for
targeted interventions either due to increased vulnerabil-
ity or their critical role in managing and implementing
risk management interventions. These subgroups in-
clude: preschool children (ages 1-5), children (ages
6-11), teenagers (ages 12-18), adults, the elderly,
refugees/immigrants, traditional first responders, nontra-
ditional first responders, mental health workers, and de-
cision makers.’ The current literature documenting the
psychosocial effects and interventions for specific popu-
lation subgroups presents large gaps in knowledge. The
above list of subgroups will be expanded within the
framework as further empirical evidence emerges to
identify vulnerable populations and effective interven-
tions.

Element 3: Effects refer to two categories of psychoso-
cial effects that occur in populations as a result of terror-
ist threats or events: (1) normal psychosocial effects,
including adverse effects, protective behaviors, psy-
chosocial benefits, and positive reactions that have been
observed following disasters, and (2) abnormal psy-
chosocial effects. Normal psychosocial adverse effects
are categorized into behavioral, cognitive, spiritual, emo-
tional, social, and physical effects. Abnormal effects are
grouped into disorders (identified by DSM-IV) and oth-
ers (not identified in DSM-IV, such as family violence
and burnout). Table 3 identifies specific psychosocial ef-
fects within each of these categories.
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Element 4: The interventions element identifies op-
tions for various levels of the population, including those
that aim to prevent negative psychosocial outcomes and
enhance positive coping (psychosocial interventions) as
well as those that seek to protect public health by mini-
mizing exposure to CBRN hazards, preventing the spread
of infectious agents, and minimizing morbidity and mor-
tality through rapid treatment (bioenvironmental inter-
ventions).

The framework identifies three main categories of
psychosocial interventions—namely, at the individual,
organizational, and community levels. Each of these
categories is further subdivided into interventions re-
lated to: (1) risk communication, (2) education, (3) so-
cial support, and (4) professional counseling. The same
interventions may be appropriate for a particular psy-
chosocial effect across various subgroups at a particular
phase in the CBRN timeline. In addition, it is recog-
nized that the implementation of interventions (psy-
chosocial or bioenvironmental) may result in further
psychosocial effects, which may require additional in-
terventions to mitigate the effects. An example of this is
the social stigma experienced by particular groups re-
quiring quarantine following exposure to an intention-
ally released biological agent. Risk communication
strategies focused on dispelling rumors, correcting mis-
information, and addressing social stigma issues may be
required.

While the efficacy of psychosocial interventions is not
always well established and subject to controversy in
many areas, there is emerging consensus on best prac-
tices based on research evidence and observations from
the professional community. Two recent consensus docu-
ments addressing the efficacy of early psychological in-
tervention for victims/survivors of mass violence are
illustrative of progress toward identifying effective inter-
ventions.'3% A field-based tool being developed to oper-
ationalize the framework will identify intervention op-
tions appropriate to a particular population and event
timeframe and will reflect the current state of consensus
on best practice guidelines for planning and implement-
ing interventions.

IMPLEMENTATION OF THE
FRAMEWORK: TOOL DEVELOPMENT

The Psychosocial Risk Assessment and Management
(P-RAM) framework provides the conceptual basis for
the development of a practical tool to guide emergency
planners and responders in preparing for and respond-
ing to the psychosocial aspects of a CBRN threat or
event. The tool, at the prototype stage, is based on the
four key elements of the P-RAM framework and incor-
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porates the structure provided by Health Canada’s Deci-
sion-Making Framework for Identifying, Assessing,
and Managing Health Risks and the U.S. Presidential
Congressional Framework for Environmental Risk
Management.*>#3

CONCLUSION

The P-RAM framework and prototype P-RAM tool
incorporate findings from the disaster and terrorism
mental health literature. The framework details (1) the
risk and protective factors associated with the CBRN
context and the community characteristics; (2) the range
of expected normal (including adverse and beneficial
psychosocial effects) and abnormal clinical psychoso-
cial effects; and (3) the intervention options based on
best practice guidelines when available. New research
findings on strategies for best practices on risk commu-
nication, community involvement in CBRN planning,
and building resilience will be incorporated into the
framework and the tool as scientific evidence becomes
available. The framework and the tool will provide a
mechanism to enhance the integration of evidence-based
best practices into CBRN planning efforts across a range
of responder and planning agencies in Canada and other
countries. Indeed, the framework and tool are of interna-
tional relevance. The framework uses an all-hazards ap-
proach to articulate the specificities of CBRN events and
accommodates within the tool differences in culture and
population groupings. This flexibility in design has gen-
erated interest in European communities as they grapple
with developing their own psychosocial response
plans.®’
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consultation process. Distinct articles are in preparation
to publish these research findings. The present article
will be followed by four papers further detailing the most
likely psychosocial outcomes from prototypical CBRN
events.

10.

11.

12.

13.

REFERENCES

. Jardine C, Hrudey S, Shortreed J, et al. Risk management

frameworks for human health and environmental risks. J
Toxicol Environ Health 2003;6(6):569-718.

. Lemyre L, Tyshenko M, Clément M, et al. Mapping psy-

chosocial outcomes to CBRN prototype event cases. Paper
presented at: CRTI Summer Symposium; June 20-22,
2005; Gatineau, Quebec, Canada.

. Lemyre L, Clément M, Corneil W, Clarke R, Krewski D.

Psychosocial Impact of Terrorism. Final Report. Ottawa:
Defense Research and Development Canada, CBRN Re-
search and Technology Initiative; 2004. Project report:
CRTI 02-0080RD.

. Bryce C. Stress Management in Disasters. Washington,

DC: Pan American Health Organization, Regional Office
of the World Health Organization; 2001.

. Lemyre L, Clément M, Corneil W, Clarke R, Krewski D.

Psychosocial Interventions for CBRN Terrorist Attacks. Fi-
nal Report. Ottawa: Defense Research and Development
Canada, CBRN Research and Technology Initiative; 2004.
Project report: CRTI 02-0080RD.

. Glass TA. Understanding public response to disasters.

Public Health Rep 2001;116(Suppl. 2):69-73.

. Hyams K, Murphy F, Wessely S. Responding to chemical,

biological, or nuclear terrorism: the indirect and long-term
health effects may present the greatest challenge. J Health
Polit Policy Law 2002;27(2):273-291.

. Palmer I. The psychological dimension of chemical, bio-

logical, radiological, and nuclear terrorism. J R Army Med
Corps Mar 2004;150(1):3-9.

. Myers D. Disaster Response and Recovery: A Handbook

for Mental Health Professionals. Washington, DC: U.S.
Dept. of Health & Human Services, Public Health Service,
Substance Abuse and Mental Health Services Administra-
tion, Center for Mental Health Services; 1994.

Miller AM, Heldring M. Mental health and primary care in
a time of terrorism: psychological impact of terrorist at-
tacks. Fam Syst Health 2004;22(1):7-30.

Norris FH, Friedman MJ, Watson PJ, Byrne C, Diaz E, Ka-
niasty K. 60,000 disaster victims speak: Part I. An empiri-
cal review of empirical literature, 1981-2001. Psychiatry
2002;65(3):207-239.

NSW Institute of Psychiatry and Centre for Mental Health.
Disaster Mental Health Response Handbook. North Syd-
ney: New South Wales Health; 2000.

National Institute of Mental Health. Mental Health and
Mass Violence: Evidence-Based Early Psychological In-
tervention for Victims/Survivors of Mass Violence. A Work-
shop to Reach Consensus on Best Practices. Washington,
DC: NIMH; 2002.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

LEMYRE ET AL.

Stein BD, Tanielian TL, Eisenman DP, Keyser DJ, Burnam
MA, Pincus HA. Emotional and behavioral consequences
of bioterrorism: planning a public health response. Milbank
0 2004;82(3):413-455.

Ursano R, Norwood A, Fullerton C. Bioterrorism: Psycho-
logical and Public Health Interventions. New York: Cam-
bridge University Press; 2004.

Ursano R, Fullerton CS, Norwood AE. Terrorism and Dis-
aster: Individual and Community Mental Health Interven-
tions. New York: Cambridge University Press; 2003.
Institute of Medicine. Preparing for the Psychological
Consequences of Terrorism: A Public Health Strategy.
Washington, DC: National Academies Press; 2003.

Flynn BW, Norwood AE. Defining normal psychological
reactions to disaster. Psychiatr Ann 2004;34(8):597-603.
Stein BD, Elliott MN, Jaycox LH, et al. A national longitu-
dinal study of the psychological consequences of the Sep-
tember 11, 2001 terrorist attacks: reactions, impairment,
and help-seeking. Psychiatry 2004;67(2):105-117.

Smith DW, Christiansen EH, Vincent R, Hann NE. Popula-
tion effects of the bombing of Oklahoma City. J Okla State
Med Assoc 1999;92(4):193-198.

North CS, Nixon SJ, Shariat S, et al. Psychiatric disorders
among survivors of the Oklahoma city bombing. JAMA
1999;282(8):755-762.

Silver RC, Holman EA, McIntosh DN, Poulin M, Gil-
Rivas V. Nationwide longitudinal study of psychological
responses to September 11. JAMA 2002;288(10):
1235-1244.

Schlenger WE, Caddell JM, Ebert L, et al. Psychological
reactions to terrorist attacks: findings from the national
study of Americans’ reactions to September 11. JAMA
2002;288(5):581-588.

Jack K, Glied S. The public costs of mental health re-
sponse: lessons from the New York City post 9/11 needs
assessment. J Urban Health 2002;79(3):332-339.
National Research Council. Acute Exposure Guideline Lev-
els for Selected Airborne Chemicals. Washington, DC: Na-
tional Academy Press; 2003.

Smithson A, Levy L-A. Rethinking the lessons of Tokyo.
In: Ataxia: The Chemical and Biological Terrorism Threat
and the U.S. Response, Report No. 35. Washington, DC:
Henry L. Stimson Center; 1999:71-111.

Bowler RM, Murai K, Tru RH. Update and long-term se-
quelae of the sarin attack in the Tokyo, Japan subway.
Chem Health Safety 2001;8(1 Suppl 1):53-55.

Pangi R. Consequence management in the 1995 sarin at-
tacks on the Japanese subway system. Studies Confl Ter-
rorism 2002;25(6):421-448.

Kawana N, Ishimatsu S, Kanda K. Psycho-physiological
effects of the terrorist sarin attack on the Tokyo subway
system. Mil Med 2001;166(suppl.2):23-26.

Okumura T, Suzuki K, Fukuda A, et al. The Tokyo subway
sarin attack: disaster management, part 1. Community emer-
gency response. Acad Emerg Med 1998;5(6):613-617.
Pangi R. After the attack: the psychological consequences
of terrorism. In: Perspectives on Preparedness 7. Boston:
John F. Kennedy School of Government, Harvard Univer-
sity; 2002.



A PSYCHOSOCIAL RISK ASSESSMENT AND MANAGEMENT FRAMEWORK

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

46.

47.

48.

49.

Smithson A, Levy L-A. Ataxia: The Chemical and Biolog-
ical Terrorism Threat and the U.S. Response, Report No.
35. Washington, DC: Henry L. Stimson Center; 2000.
Obhu S, Yamashina A, Takasu N, et al. Sarin poisoning on
Tokyo subway. South Med J 1997;90(6):587-593.

Harling R, Twisselmann B, Asgari-Jirhandeh N, et al. De-
liberate releases of biological agents: initial lessons for Eu-
rope from events in the United States. Eurosurveillance
Mon Arch 2001;6(11-12):166-171.

Shaffer D, Armstrong G, Higgins K, et al. Increased US
prescription trends associated with the CDC Bacillus an-
thracis antimicrobial postexposure prophylaxis campaign.
Pharmacoepidemiol Drug Saf 2003;12(3):177-182.

Centre for Counterproliferation Research. Anthrax in
America: a chronology and analysis of the Fall 2001 at-
tacks. [Working paper]. 2002. Available at: http://www.
ndu.edu/centercountet/ ANTHRAX%20CHRONOLOGY.
pdf

Government Accounting Office. Public Health Response
to Anthrax Incidents of 2001. Washington, DC: Govern-
ment Accounting Office; 2003.GAO-04-152.

Day TG. The autumn 2001 anthrax attack on the United
States Postal Service. The consequences and response. J
Contingencies Crisis Manage 2003;11(3):110-117.
Blanchard JC, Haywood Y, Stein BD, Tanielian TL, Stoto
M, Lurie N. In their own words. Lessons learned from
those exposed to anthrax. Am J Public Health 2005;
95(3):489-495.

Eisenman DP, Wold C, Setodji C, et al. Will public
health’s response to terrorism be fair? Racial/ethnic varia-
tions in perceived fairness during a bioterrorist event.
Biosecur Bioterror 2004;2(3):146-156.

Lemyre L, Turner M, Lee J, Krewski D. Public perception
of terrorism threats in Canada: a national survey of risk
management and preparedness needs. In press.

U.S. Presidential/Congressional Commission on Risk As-
sessment and Risk Management. Framework for Environ-
ment Health Risk Management. Final Report. Vols. 1 and
2. Washington, DC: Author; 1997.

Health Canada. Health Canada Decision-Making Frame-
work for Identifying, Assessing, and Managing Health
Risks. Ottawa: Health Canada; 2000.

Salter J. Risk management in a disaster management con-
text. J Contingencies Crisis Manage 1997;5(1):60-65.
Kunreuther H. Risk analysis and risk management in an
uncertain world. Risk Anal 2002;22(4):655-664.

Deisler PF Jr. A perspective: risk analysis as a tool for reduc-
ing the risks of terrorism. Risk Anal 2002;22(3):405-413.
Hobfoll SE. The influence of culture, community, and the
nested-self in the stress process: advancing conservation of
resources theory. Appl Psychol 2001;50(3):337-370.
International Red Cross. World Disaster Report 2004: Fo-
cus on Community Resilience. Geneva: International Fed-
eration of Red Cross/Red Crescent Societies; 2004.
Krewski D, Gardner M, Clarke R, Clément M, Lemyre L.
CBRN Hazards Literature Review. Final Report. Ottawa:
Defense Research and Development Canada, CBRN Re-
search and Technology Initiative; 2004. Project report:
CRTI 02-0080RD.

50.

51.

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

329

Lemyre L, Clément M, Leiss W, Clarke R, Krewski D. Re-
view of the Literature on Communication Strategies for
CBRN. Final Report. Ottawa: Defense Research and De-
velopment Canada, CBRN Research and Technology Ini-
tiative; 2004. Project report: CRTI 02-0080RD.

Lemyre L, Corneil W, Clément M. Summary Report on the
Consultation Held with First Responders on the Psychoso-
cial Aspects of CBRN Terrorism. Final Report. Ottawa:
Defense Research and Development Canada, CBRN Re-
search and Technology Initiative; 2005. Project number:
CRTI 02-0080RD.

Lemyre L, Corneil W, Clément M, et al. A Needs Assess-
ment for the Psychosocial Response to CBRN Terrorism in
Canada. Final Report. Ottawa: Defense Research and De-
velopment Canada, CBRN Research and Technology Ini-
tiative; 2005. Project report: CRTI 02-0080RD.

Lemyre L, Gibson S, Clément M, Corneil W, Clarke R,
Krewski D. Review of the Literature on Best Practices in
CBRN Training Strategies for First Responders. Final Re-
port. Ottawa: Defense Research and Development Canada,
CBRN Research and Technology Initiative; 2005. Project
report: CRTI 02-0080RD.

Warheit GJ. A propositional paradigm for estimating the
impact of disasters on mental health. In: Sowder BJ, ed.
Disasters and Mental Health: Selected Contemporary Per-
spectives. Rockville, Md: National Institute of Mental
Health; 1985:96-214.

Hobfoll SE. Stress, Culture, and Community: The Psychol-
ogy and Philosophy of Stress. New York: Plenum; 1998.
Hobfoll SE. Conservation of resources: a new attempt
at conceptualizing stress. Am Psychol 1989;44(3):
513-524.

Perry RW, Lindell MK. Understanding citizen response to
disasters with implications for terrorism. J Contingencies
Crisis Manage 2003;11(2):49-60.

Quarantelli EL. Disaster related social behavior: summary
of 50 years of research findings. Preliminary paper No.280.
University of Delaware Disaster Research Center; 1999.
Quarantelli EL. What Is a Disaster? London: Routledge
Publishers; 1998.

DeWolfe D. Training Manual for Mental Health and Hu-
man Service Workers in Major Disasters. Washington,
DC: Center for Mental Health Services, SAMHSA; 2000.
National Organization for Victim Assistance. The Commu-
nity Crisis Response Team Training Manual. Alexandria,
Va: NOVA; 2002.

Public Safety and Emergency Preparedness Canada. The
Chemical, Biological, Radiological and Nuclear Strategy
of the Government of Canada. No. PS4-19/2005. Ottawa:
Ministry of Public Works and Government Services
Canada; 2005.

Department of Homeland Security. National Response
Plan. Washington, DC: DHS; 2004.

Canadian Red Cross. Disaster Services National Guide for
Action. Ottawa: Canadian Red Cross; 2004.

Rundell JR, Christopher GW. Differentiating manifesta-
tions of infection from psychiatric disorders and fears of
having been exposed to bioterrorism. In: Ursano R, Nor-
wood A, Fullerton C, eds. Bioterrorism. Psychological and



330

66.

67.

Public Health Interventions. New York: Cambridge Uni-
versity Press; 2004:88-108.

National Voluntary Organizations Active in Disaster
(NVOAD). Early psychological intervention points of
consensus. 2005. Available at: http://www.icisf.org/Acro-
bat%20Documents/NVOAD.pdf. Accessed March 2005.
European Union Sixth Framework Coordination Action
Project 502476. Assessment of the vulnerabilities of mod-
ern societies to terrorist acts employing radiological, biologi-
cal or chemical agents with the view to assist in developing
preventive and suppressive crisis management strategies—
EU-ASSRBCVUL. 2004. Available at: http://europa.eu.
int/comm/research/fpb/ssp/assrbcvul_en.htm

LEMYRE ET AL.

Address reprint requests to:

Louise Lemyre, PhD, FRSC

Psychology, Social Sciences

McLaughlin Research Chair on psychosocial aspects
of risk and health

GAP-Santé Research Team

Institute of Population Health

1 Stewart St., #312

University of Ottawa

Ottawa, ON, CANADA KIN 6N5

E-mail: louise.lemyre @uOttawa.ca



